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DPIA Template	Comment by Robin Roy: Please delete the comments before the completion of the DPIA. To delete a single comment in the DPIA Template, right-click the comment, and choose Delete Comment. To delete all the comments in the DPIA Template, go to the Review tab, click the down-arrow on Delete, and choose Delete All Comments in Document.

This is a template for data processing impact assessment (DPIA). Further information concerning a DPIA, please visit < https://intra.kth.se/en/anstallning/anstallningsvillkor/att-vara-statligt-an/behandling-av-person >

Document version controll

	Version
	Date 
	Date of publication 

	KTH_DPIA_01.00_eng
	September 26, 2022
	September 26, 2022

	
	
	





Submittning Controller Details
	Name of participant 
	Contact details (email and telephone)
	Position

	
	
	

	
	
	

	
	
	

	
	
	

	Measures approved (approved by and date) 

	Klicka eller tryck här för att ange datum.

Step 1 – Identify the Need for a DPIA
	Do KTH the need a DPIA  (Yes/No)

	Yes
	No

	
	☐	☐
	Summarize why KTH don´t need a DPIA



	


Step 2 –Desciption of the Nature of Processing, the Purpose and Proportionality of Thereof
	Describe the nature and the scope of the processing [1]	Comment by Robin Roy: What do you want to achieve? Be as clear as possible about the function of personal data processing in the project/action.

Describe what personal data will be processed and from whom?
Will special categories of personal data ("sensitive personal data") or personal data relating to violations of the law be processed?How many registered people will be processed?


Examples of  personal data:
Name
DNA
Location information
IP addresses
Image or video where people can be identified
Answer to a questionnaire or interview where the respondent can be identified


Sensitive personal data and data on crimes and violations of the law: If applicable, has an ethical review taken place or does the university have any other law to refer to for the use of sensitive personal data?

Number of registered: If the exact number cannot be seen, enter an approximate number or range. 



	






	Can there be a dependency between the KTH/researcher and the data subject? 	Comment by Robin Roy:  Is there any reason to assume that the data subject is at a disadvantage and is therefore more vulnerable?

Describe any connections and other risks of impact on the privacy of individuals that may be due to some form of dependency (please note that this may also affect the validity of consent as consents should always be voluntary):
patient in the department the project is to be carried out
employee or student at the university
child
elder

 



	





	Describe compliance and proportionality measures	Comment by Robin Roy: Please make an assessment of the need for process personal data and proportionality of the data in relation to the purposes.

Make an assessment of the need for handling personal data and the proportionality of the data in relation to the purposes.
To do this, the following aspects need to be included:

What is the legal basis of GDPR Articles 6 and Article 9 (for sensitive personal data)?

Is the processing of personal data itself necessary to achieve the purpose or are there other ways to achieve it?


How has storage and data minimization been considered? Do you really need all personal data to achieve this purpose? Do they need to be stored for that long? Does the personal data need to be disseminated, or is it enough with anonymous data or the result?

	
 


















	Information to the data subjects  	Comment by Robin Roy: How will the data subjects be informed about the processing of personal data? If the data subjects are not to be informed, please state the reason for this 

Has feedback from the data subjects been collected?
If the data subjects are not to be informed, please indicate the reason for this and the support available for that assessment:
it is a disproportionate effort.
results in distortion/inability to be achieved.
information has been obtained from another authority or other operator subject to the principle of public access to information
Where appropriate, comments from data subjects shall be sought. If it is not appropriate, for example if it would be disproportionate, impractical, would constitute a breach of confidentiality or that the purpose of the processing is misappropriated, the reason shall be stated in the impact assessment.


How will the data subjects rights, such as access, rectification and erasure be met?

	








Step 3 – Technical Description
	Data management	Comment by Robin Roy: Key questions: 
How will the data be collected? How will the data be used? 
How will the data be stored and for how long? 
Is there a basis for deleting/thinning data? If not, how does the long-term storage take place? 
Will the data be disseminated and, if so, how? 


Feel free to make a flowchart where you describe how and where the personal data is processed within the project, i.e., how the personal data moves between different actors and what happens to them. It is important to indicate whether a "transfer" will take place to someone outside the higher education institution. This may involve an external system/storage area or that the personal data is shared with another higher education institution or partner organization. Also indicate where in the world this actor is domiciled. For transfers outside the EU/EEA, special rules on an "adequate level of protection" apply.

If there is a data management plan, attach it as an attachment.




	









Step 4 – Risk management
KTH´s general risk assessment (https://intra.kth.se/administration/informationssakerhet/ledningssystem-for-informationssakerhet-lis-1.521737 ) is the stepping stone for the risk management. 
First, all the circumstances and  risks are taken into account in order to achieve the desired result. Describe the risks briefly, including their impact and/or consequences for individuals.  Please include risks for the university as such where it may be applicable.  Examples of risk areas are IT or physical security, Communication and Reputation.
Second, a risk assessment is made of the probability that the respective risk will occur and what consequence this would have.



Probability (likelihood of harm) 
1. Unlikely: Virtually non-existent risk
2. Small probability: It is unlikely to occur under normal circumstances, at least not frequently. 
3. High probability: It may well happen, but probably not very often. 
4. Very high probability: It will happen and often. 

Consequence (severity of harm)
1. Negligible: Minimal and remote impact  
2. Mild: The consequence is not negligible but can be managed in the day-to-day work. 
3. Serious: Serious disruptions to operations that may affect our reputation. 
4. Very serious: Extensive consequences for the business. 

Description of the severity and the likelihood of harm 
If needed, extra risk assessment can be added to the DPIA.
	Risk assessment # 1
	

	Description of the risk 	Comment by Robin Roy: This includes a description of the cause of the risk. 





	




	Description of the consequence 
	

	Consequence 
	☐	Very serious– 4
	☐	  Mild - 2

	
	☐	Serious – 3
	☐	  Negligible - 1

	 Probability
	☐	Very high probability - 4
	☐	  Small probability - 2

	
	☐	High probability - 3
	☐	  Unlikely - 1



	Risk assessment # 2
	

	Description of the risk 	Comment by Robin Roy: This includes a description of the cause of the risk. 





	




	Description of the consequence 
	

	Consequence 
	☐	Very serious– 4
	☐	  Mild - 2

	
	☐	Serious – 3
	☐	  Negligible - 1

	 Probability
	☐	Very high probability - 4
	☐	  Small probability - 2

	
	☐	High probability - 3
	☐	  Unlikely - 1



	Risk assessment # 3
	

	Description of the risk 	Comment by Robin Roy: This includes a description of the cause of the risk. 





	




	Description of the consequence 
	

	Consequence 
	☐	Very serious– 4
	☐	  Mild - 2

	
	☐	Serious – 3
	☐	  Negligible - 1

	 Probability
	☐	Very high probability - 4
	☐	  Small probability - 2

	
	☐	High probability - 3
	☐	  Unlikely - 1




	Risk assessment # 4
	

	Description of the risk 	Comment by Robin Roy: This includes a description of the cause of the risk. 





	




	Description of the consequence 
	

	Consequence 
	☐	Very serious– 4
	☐	  Mild - 2

	
	☐	Serious – 3
	☐	  Negligible - 1

	 Probability
	☐	Very high probability - 4
	☐	  Small probability - 2

	
	☐	High probability - 3
	☐	  Unlikely - 1



	Risk assessment # 5
	

	Description of the risk 	Comment by Robin Roy: This includes a description of the cause of the risk. 





	




	Description of the consequence 
	

	Consequence 
	☐	Very serious– 4
	☐	  Mild - 2

	
	☐	Serious – 3
	☐	  Negligible - 1

	 Probability
	☐	Very high probability - 4
	☐	  Small probability - 2

	
	☐	High probability - 3
	☐	  Unlikely - 1




Step 5 – Actions  to be taken in order to minimize the risks
A balance of probability and consistency for each risk is made, resulting in a 
risk assessment in the categories low, medium, high and very high.

.
[image: ]
The next part, involves making decisions about how the risk should be managed, whether it should involve measures and, if so, which ones. 
· Accepting risk means that no action is taken. This may be because the impact on the project/what is assessed is minimal or that the costs of action are too high. It may also be that the risk is completely affected by external events. 
· Limiting risk means reducing the likelihood and/or consequences of an event occurring. 
· Eliminating risk means that the activities associated with the risk are avoided or managed in such a way that the risk disappears


Please note that if there are still high risks with the processing even though measures have been put in place, a consultation with the Swedish Authority for Privacy Protection (IMY) must be carried out.

	Risk  	Comment by Robin Roy: For the risks to be managed by being limited or eliminated, measures shall be decided. Transfer the risks to be managed to the action column. Describe the intended measures. If the risken is not eliminated by the action, make a new risk assessment.

The different ways of managing the risks should in most cases be linked to the risk assessment carried out, i.e., events with very high and high risk are prioritised over those with medium and low risk.
	Risk 
	Measures to limit or eliminate the risk	Comment by Robin Roy: Examples of measures in the event of technical risks: 
• pseudonymization 
• encryption 
• minimization of access 
• workspaces and or storage areas 
• backup and versioning, 
• permission assignment 

Examples of actions in the event of legal risks: 
• Draw up the necessary agreements 
• Ethical review application 
• Develop routines and instructions 
• Educate those who will work on the project 
• Long-term storage of data - contact arkivet@kth.se for support 


	Risk assessment # 1
	
	

	Risk assessment # 2
	
	

	Risk assessment # 3
	
	

	Risk assessment # 4
	
	

	Risk assessment # 5
	
	





Step 6 – Summary of Impact Assessment Carried Out	Comment by Robin Roy: Identified risks/need for action/recommendations
Comments of the Data Protection Officer at KTH. 

	
	1 (8)




	
	8 (8)
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